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TetraNode,
a solution for Mission Critical Communications

TetraNode

The communication network described is lshea TetraNode infrastructurk.
implements the TETRA V+D air interface amds manufactured by Rohill,
from Hoogeveen, The Netherlands.

Similar to GSM, érminal equipment of any manufacture complying with the
TETRA suite of standards is supportatthe TetraNode netwagrkven in
mixed usage on the network.
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Rohill, the Company

Rohill, The Netherlands is a commigations technology company dedicated to
the development of professional mobile communications systems for mission
critical applications. Over the years Rohill has gained a strong reputation in
supplying leadingedge hardware and software radio commuimoatproducts

to mission critical environments. Its expertise and organisation further allow
Rohill to offer a wide range of customsgpecific solutions.

Rohill is the company responsible for the nggheration TetraNode solution.
Fully compliant with thepopular open TETRA standard, TetraNode creates the
perfect multivendor environment, while offering the added benefit of its
unique, integrated, mwprotocol capability.

Rohill, The Netherlands works closely with professidnaften locali system
integrators and value adding resellers providing the extra mile in assuring
guality services.

In the past, individual companies were proud to offer a complete range of
wireless telecommunications solutions. In the late 20th and early 21st century,
however, adances in computer science and digital technology led to the
development of extremely complex mobile communications networks.

This requires a high degree of specialisation. Whereas larger players may still
believe in supplying alinclusive, closed hardwarand software solutions,
communications specialists such as Rohill clearly understand cusspenefic
requirements and market trends, in particular the trend towards specialisation,
translating them into the most advanced solutions.

Rohill isa memberof ETSIandof the TETRA Association.

TetraNode solutions afeund worldwide andintegrated irover 100
TetraNode based projects.

Amongst othergd etraNode solutions are found at

9 Industrial; Gazprom Russi&arinox Belgium

Operator; Chuchubi Dutch Aties, STA Andorra

Public Safety; Gentofte Kommune Denmark, Valladolid Spain
Militairy; NATO, Denmark, The Netherlands

Airports; SASCopenhageenmark,Amsterdam The Netherlands
Public transport; Seville Metro Spain, Istanbul Tram Turkey
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About TETRA

Terrestrial Trunked Radio (TETRA) is a digital trunked mobile radio standard
developed by the European Telecommunications Stantestisite(ETSI).
Thepurpose of the TETRA standard was to meet the needs of traditional
Professional Mobile Radio (PR) userorganisations

Theair interfaces, network interfaces as well as the services and facilities are
specified in sufficient detail to enable independent manufacturers develop
infrastructure and radio terminal products that would fully interoperate with
eachother.For example, radio terminals from different manufacturers can
operate on infrastructures from other manufacturers.

The ability forfull interoperabilitybetween different manufacturer's products
is a distinctadvantage of open standards developeBTSI. As the TETRA
standard is supported by several independent manufacturers this increases
competition, provides second source securityallwlvs agreater choice of
terminal products for specific user applications.

Because the TETRA standard has bgeecifically developed to meet the

needs of a wide variety of traditional PMR user organisations it bealable
architecture allowing economic network deployments ranging from single site
local area coverage to multiple site wide area national coverBgsides

meeting the needs of traditional PMR user organisations, the TETRA standard
has also been developed to meet the needs of Public Access Mobile Radio
(PAMR) operators.

The TETRA standard is in practice, a suifestandards covering different
technology aspects, for example, air interfaces, network interfaces and its
services and facilities. Because TETRA is an evolving standard it has been
developed in Releases (phases) known as TETRA Release 1 and TETRA
Release 2. Even though both TETRA Reledsage been completed, work
continues within ETSI Technical Committee (TC) TETRA to further enhance
the standard thus satisfying new user requirements as well as gleaning the
benefits of new technology innovations. Outside of Europe the ETSI TETRA
Standarchas been formerly adopted in China and South Korea.

The TETRA Association

Recognising that important market requirements outside the responsibility of
ETSI needed to be addressed to ensure the success of TETRA, a number of
organisations formed the TETRAdAW (Memorandum of Understanding)
Association in December 1994&ince it has been established, the TETRA
Association has grown significantly and now provides a forum which acts on
behalf of its members, being user organisations, manufacturers, application
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providers, integrators, operators, test houses, regulators, consultarfibgetc.
main objectives of the TETRA Association are to promote the TETRA
standard and to ensure mugndor equipment interoperability.

TETRA Release 1

The original TETRA standarfirst envisaged in ETSI was known as the
TETRA Voiceplus Data (V+D) standardBecause of the need to further
evolve and enhance TETRA, the original V+D standard is now known
asTETRA Release 1An overview of the network elements covered in the
TETRA gandards shown in figure 1.

Interfaces
1. Systern a@r interface
2. Oirect Mode Operation (DMO) sr interface
3. Man-Machine Interface (MMI)

<_®_} ] y 4. Peripherd Bquipment Interface (PEI)

5. Local dspatcher

] 1"' 7. “"@"4] 6. Gateway to externd networks

@ 3 7. ter System Interface (IS1)
. 8. Network management interface
statton | | station statton

O&metwork
anager
Ao ===

[Gatswa';] Io:mirollorl Swidl

SwiMl System
Infrastructure

=:10) Eais =10

PSTNASDI
FABAPD

Figure 1: TETRA Standard Interfaces

Switching and Management Infrastructure (SwMI)

The abbreviation SwMI is used to classify all of the equipment and sub
systems that comprise a TETRA network, including base stateven

though some ETSIechnical Committee (TC)ETRA members felt that a
standard base station interface would be ugafuprovided in GSM) it was
decided that owing to the way in which different manufacturers configure their
networks for optimum performance and design flexibility, it would be
impractical to implement.

It was also agreed, for the same reasons as thestadiea interface, that
everything contained inside the SwMI would not be standardised, thereby
allowing TETRA infrastructurena n u f a dléxibilityenrdesi@n, and the
ability to differentiate their portfolio offerings, when in competition with other
TETRA manufacturersThis practical approach also meant that new
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interface (2). DMO is a facility that allows terminals to operate in |camibr
nets independent of the main TETRA network infrastructure.

Peripheral Equipment Interface (4)

This interface standardises the connection of the radio terminal to an external
device, and supports data transmission between applications resident in the
device and the connected TETRA radio terminal. The PEI also supports certain
elements of contrakithin the radio terminalrom the external device and/or
application.

Remote Dispatcher Interface (5)

This interface was originally intended to allow connettio remote wire line
dispatcher consoles like those located in major control rodmgortunately,
work on this interface was dropped in ETSI TC TETRA as the complexity to
provide a universal interface without degrading performance was impractical.
Thiswas because the PMR industry had specialist manufacturers of control
room equipment, the majority of which differed in the way they interfaced to
PMR networks.Similarly, the TETRA network architecture of manufacturers
also differed adding to the compligxof providing a universal interface. For
these reasons only TETRA manufacturer specific interface specifications are
available to support the many voice and data applications requiring access to
TETRA infrastructures.

PSTN/ISDN/PABX (6)
This standardiskinterface enables TETRA to interface with the PSTN, the
ISDN and/or a PABX.

Inter-System Interface (7)

This standardised Inte8ystem Interface (ISI) allows infrastructures supplied

by different TETRA manufacturers to inteperate with each other allowg
interoperability between two or more networkighere are two methods of
interconnection in the standard, one covering information transfer using circuit
mode and the other using packet mode.

Network Management Interface (8)

Like the local dispatcher tiarface, it was recognised during standardisation
activities that a common network management interface was impractical.
Fortunately, this early standardisation was not wasted as it was later turned into

1SO 9001:2000
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a comprehensive guide to assist users in definihgark management
requirements.

Besides these network element standards, the many services and facilities

available on TETRA are also standardisé&the most significant of these

being:

= = =4 =2

Advanced and fast group call servicedear and encrypted

Individual calls - clear and encrypted

Short Data Services clear and encrypted

Packet Data Servicesclear and encrypted

Voice + Data (V+D)

To meet the needs of traditional PMR user organisations, a wide range of V+D
services and facilities have been providetha standard, of which the most
important are considered to be:

1 Voice Services

(0]

(0]

(0]

Group Call (commonly <call ed
call d)

Pre-Emptive Priority Call (Emergency Call)

Priority Call

Dynamic Group Number Assignment (DGNA)
Ambience lIstening

Call Authorised by Dispatcher

Late Entry

1 Data Services

(0]

(0]

Short Data Service

Packet Data

Voice Services

Group Call
This is probably the most basic voice service in TETRA but yet the most
complex to support effectively and efficientlfhis is becase group calls

need to:

=l
[
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1 Have a very reliale call-set up signalling protocol to ensure all users
in a group are connected together when a call is first initiated (call
acknowledgment signalling is impractical for group calls)

1 Have priority mechanisms to ensure that specified users in a wide area
group call (spanning multiple base station sites) are connected together
when a network is busy

It is this complexity needed to support group calls that makes public cellular
networks unsuitable, simply because they were originally designed to support
AOneo Oneo call s, unl i ke TETRA which
group calls.

Pre-emptive Priority Call

This call service, of which the highest priority is the emergency call, provides
the highest uplink priority and highest priority access to netwes&urces. If a
network is busy, the lowest priority communication is dropped to handle the
emergency callUnlike 911, 112 or 999 initiated public network emergency
calls (which can also be supported on TETRA) the TETRA emergency call can
be initiated byusing a dedicated switch located on the termidakivating the
emergency call automatically alerts the affiliated control room dispatcher and
other terminal users in that persons talk group.

Priority Call

During network busy periods, that service allaesess to network resources
in order of user terminals call priority statuss there are 16 levels of priority
in TETRA, this service is very useful in providing different Grade of Service
(GoS) levels (and tariff structures) during busy peridgst example, front

line officers would be provided with the highest priority levels in a Public
Safety network to maintain the highest level of service access whilst routine
users would be provided with lower priority levels.

Dynamic Group Number Assignment (DGNA)

This service allows the creation of unique Groups of users to handle different

communication needs and may also be used to group participants in an ongoing

call. This service is considered by many public safety organisations to be

extremely useful irsetting up a common talk group for incident

communications.For example, selected users from the Police, Fire and
Ambulance could be brought together to manage a major emergency where
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close ceordination between the three emergency service are required.
Similarly, DGNA is also considered useful for managing incidents by other
user organisations such as Utilities and Transportation.

Ambience Listening

A Dispatcher may place a radio terminal into Ambience Listening mode
without any indication being provided the radio terminal usefThis remote
controlled action allows the dispatcher to listen to background noises and

conversations within rangeThsikant he r ad
important service to utilise for those persons transporting fitapp valuable

and/ or sensitive material that coul d
useful service to have i mplemented in

health and safety could be at riskhe number of user applications for the
Ambience Listening service are numerous and in many cases application

specific. However, it is important to note that many users feel that this service

i nvades a
Ambience Listening as part of thework duties should be provided with this
service.

Call Authorised by Dispatcher

personbés privacy and for

t h

This service allows dispatcher to verify call requests before calls are allowed to

proceed.This is a useful service to utilise when radio user discipline needs to

be maintaned. This service also reduces the amount of radio traffic on a
network as only essential work related calls are permittixvever, the
frequent need for all informed net group communications between terminal
users and the time delay experienced imatsing calls can make this service
unacceptable for some user organisations.

Late Entry

This service provides continuous call in progress updates to allow latecomers

to join a communication channelhis is not a service but an air interface
feature thaallows a trunked radio terminal to behave in a similar way to
conventional PMR terminald-or example, if a user turns on their TETRA
terminal the control channel wil/l

aut

talk group call, if a call is already progress.Si mi | ar | vy, i f the
has been outside radio coverage, for example in a tunnel, the control channel

wi || also divert the usero6s ter mi

already in progress.

Data Services

Short Data Service

nal

The Short Data Service can provide up to 256 bytes of data, which can be used

for basic status messaging, location information such as that provided by the
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TETRA Location Information Protocol (LIRjnd free form text message
applicationdg oi mpoeintttberoré peiornumt t o mul
configurations.Because of the relative short duration of each data message,

this service is supported on TETRA control channel TDMA time slots.

Packet Data Service

The packet data service can be supportednenTDMA time slot with a gross
protected bit rate of 4800 bits/s or multiple TDMA time slots up to a maximum
of four. The use of multiple TDMA time slots is often referred to as bandwidth
on demand and can be used to increase gross protected dataghtaymto

19.2 kbits/sthus increasing the number of Rgaice applications that can be
supported on TETRA.
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TetraNode Network Architecture
In general @ommunicatiometwork consists of three major network elements:

91 A backhaul or transmission netwoikais network element is not part of
the TetraNode infrastructure.

1 Switching sites, in TETRA terminologyftenreferred to as a Switching
and Management Infrastructure (SwMI).

1 TETRA Base Station sites (BSS).

Transmission network

For the transmission heork we foresee a muipurpose network that will not
only be used to interconnect the TETRA parts, but also can be used for other
services as voice, data and video.

The transmission network is used to interconnect base Station Sites with
Switching Sitesas well as Switching Sites to Switching Sites.

TetraNode uses true IP connections between Switches, in TetraNode
terminology referred to as TetraNode eXchange (TNX). All TetraNode
eXchanges connect to a Wide Area IP Network (WAN). The IP network can be
caried on fibre optics, microwave and/or copper using suitable (but industry
standard) routers. Communications between TNXes make use of standard
protocols; proprietary protocols are omitted.

Interconnection of Base Station Sites with Switching Sitesheeliased on
synchronous links (6428 kbps V.11/V.35/X.21, 6428 kbps fractional E1
G.703/G.704, 64.28 kbps ISDN or 64 kbps G.703-doectional) or based on
true IP.

n» n

Av11/v.35
Av.24 (Rg32)
/86.703 cdirectiona
/86.703 fractional E
ASDl\basic rate
Ap

Only 32 kbps pEETRA carrier
(80kbps in case of IP infrastructi

Transmission

network

E
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Ona synchronous link each TETRA carrier requires just 32 kbps of bandwidth.

On an IP link each TETRA carrier requires j86tkbps of bandwidth.

Switching Sites

On a Switching Site a switdh positionedhat is responsible for making the
connections betven subscribers. In TetraNode terminology a switch is
referred to as TetraNode eXchange (TNX).

The TNX can be characterized as a 100% soft switch application run on an
open industry standard sen®adewith open standard Operating System
(O/S) and open terfaces.

This soft switch is a digital switch that performs all voice plus signalling
network switching between radio terminals and between radio terminals and
gateways in real time. Voice and signalling are carried on a single connection
between TNX andSS. The system switches all voice as TETRA cathdd

Each TNX is carried on a high availability industrial server platftrat
embedsone or multiple TetraNode Main Controller (TMC) payload blades.

The TMC runs the actual TetraNode eXchange applicatiotop of a Linux
O/Ss.

Each TetraNode eXchange in a network can offer gateway connections to:

1 Telephony (PABX, PSTN, GSM, Vo|R-wire analogue, ISDN BRI
(1B+D), E&M, ISDN PRI (30B+D), Q.sig, and SIP)

1 IP (IP connectivity for TETRA terminals with PackettBalP for
interfacing with 3 party applications and/or control rooms)

1 Conventional Channels (marine, air/ground, VHF/UHF PMR etc.)

In addition each TNX offers IP interfaces for connecting Network Management
applications (FCAPS), contiousVoice-data Logging, TetraNod®istribution
Servers and Authentication and Key Management Servers.

One TNX, including related power sSupfr¥
indoor cabinet 0600 x 600 x 1760 mr\WxDxH).

1SO 9001:2000
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TETRA Base StationSites

A TetraNode TETRA Base Station Site may consist of one to eight TETRA

carriers, where a single Base Station Transceiver represents a single TETRA
carrier of 25 kHz. In a special arrangement even up to 16 TETRA carriers per

Base Station Site (BSS) asapported. Each TETRA carrier includes four (4)

duplex communication channels that are available in the time domain.

Up to four TETRA carriers, including related power supply modules and
combi
1760 mm (WxDxH) Base station sites with five to eight TETRA carriers are

antenna

ner s

built in two indoor cabinets etc.

One base station transceiver contains four physical duplex communication

channels, available in the time domain.

ar e

fi

t 608 o 600 x

a

In normal mode operation one carrier contains the Main Control Channel
(MCCH) that is used for call sefp and signalling. In case the carrier that
contains the MCCH fails, another carneill automatically take over the

MCCH.

Since TETRA is a Time Divien Multiplex protocol, onsite synchronisation
of the time slots per carrier is importaBynchronisation is performed by the

TetraNode TBSSYN unit that includes inputs to signal Base Station sensor

status change and temperaturéhe NMS Fault Management.

S

Each synchronisation unit is calibrated against GPS and when all sites within
the network are synchronized against GPS, up to announced cell reselection

type 1 & 2 are supported; if GPS synchronisation would be absent up to cell

reselection type 3 are supported.

Each BSS will continue to operate for a minimum of 10 years if a GPS signal
is absent for whatever reason; manual¢aa) calibration is a possibility to

continue operations for a longer period without GPS.

The Base Stan transceivers offer unrivalled sensitivity in combination with

two-way or even three way diversity. Apart from larger cell sizes that are
created as a result, also uplink power can be kept to a minimum to maximize
battery life of hand portable termirsal

TheBaseStation transceivers are hardware prepared for 25 kHz TETRA
release 2 services (TEDS, extended range etc.).

d
]
|
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Coverage Extension

Coverage can be extended in two different ways. The first is through Cell
Enhancers. The second is through TETRAeals.

1. Cell enhancers / repeaters

This is an external Bdirectional amplifier. Typical applications for Cell
Enhancers include:

Extending coverage inside buildings.

Many buildings incorporate small windows, reinforced concrete and metal in
their corstruction and, therefore, act as an effective RF screen. By using
distributed antennas or radiating feeders within these buildings (connected to
the mobile port of the Cell Enhancer) and a Yagi on the top of the building
(connected to the base port) coggaan be extended within these buildings.

N

45, sl e e

Covering black spots

Extending coverage within tunnels.

Bored and cuaindcover tunnels can be served using radiating feeder running
the length of the tunnel attached to the mobile port of the Cell Enhancer.
directional antenna directed towards the base station would be connected to the
base port of the Cell Enhancer giving uninterrupted coverage within the tunnel.
In longer tunnels or complex tunnel networks such as metro systems and
mines, Cell Enhancersn be utilised as ifine amplifiers to distribute and e
amplify coverage from a dedicated base station.

Filling propagation black spots.

Local topography such as hills, valleys, cuttings and embankments can cause
propagation black spots. Coverage istch areas can be achieved using a Cell
Enhancer with a suitable antenna to cover the area and a Yagi mounted high
enough to view the nearest base station.

Temporary coverage.
Special events such as conferences, sporting events and festivals can generate
temporary demand that would not justify installation of a base station. In this
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Cell Enhancer Block Diagram

2. Mobile TETRA terminal as repeater
A, as gateway between terminals in DMO and the trunking network

An extension of reach can be provided through mobile TETRA terminals that
support the DMGGateway functionality. With DM@5atewayfunctionality

the TETRA mobile is in Trunked Mode Operation (TMO) with the TETRA
network and simultaneously in Direct Mode Operation (DMO) with (a) hand
portable radio(s). In this way the hand portables can access sources in the
trunked network on spotshere they would not be serviceable through the
trunking network.

B, as DMO repeater

Normal Direct Mode Operation offers a very limited reach since
communications is direct between terminals. An extension of reach can be
provided through mobile TETRA termals that support the DMBepeater
functionality, where the mobile relays the DMO signals.

TETRA DMO Gateway and DMO Repeater
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TetraNode Network Topology

TetraNode brings together several walbwn and increasingly popular
networking concepts and teallogies in order to produce a revolutionary
approach to missiearitical communications based on the TETRA standard.

Multiple TNXes can be interconnected in aoymbinations of mesh, star &
ring topologies.

TetraNode is very scalable. Basically it carafity size of network. This is due
to the network topology used. TetraNode does not distinguish hierarchy in
switching, but uses a flat topology instead, as also seen in IP networks.

Multiple TetraNodeeXchangegan be interconnected to create one intedrate
seamless network.

Since the structure of TetraNode is very modaladt scalablefuture network
expansion is based on adding system modules and software licenses.

With this network topology a network of networdan becreated, as also is
common practise in the ITheironment.

For larger networks @/suggest building regional networks to the size of the
regions.If necessaryhe network management can be performed by regional
related personnel and in this way the region would be in control of its own part
of the netvark. Of course the network of regional networks can additionally be
management centrally, or follow any operational model required.

One integratedompanywide network is created by interconnecting the
regional networks. No extra TetraNode equipment igs&ary.
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TetraNode Services

TetraNode infrastructure supports functionality as described in the TETRA
V+D suite of standards and as supported by TETRA terminals available in the
market, including DMO gateway functionality.

These include a complete suitespkeech services (individual, group, simplex,
duplex, telephone), and data services (status, SDS, circuit mode data and
packet mode datalror some functions a TetraNode Line Dispatch Station
(LDS) is necessary.

Speech Servicesupported:

0 Individual call uplex/simplex)
0 Group call

0 Broadcast call

0 PABX, PSTN, ISDN call
incl. DTMF overdialling

Data Servicesupported:

0 Status message

0 Short Data Service (SDS)

0 Single slotPacket Switched Data
0 Multi slot Packet Switched Data

0 Circuit Switched Data

PMR EssentiaBupplementary Servicasipported:
0 Priority and Emergency call

0 Discreet Listening

0 Late Entry

0 Ambience Listening

0 Call Authorized by Dispatcher

0 Area Selection

0 Dynamic Group Number Assignment

0 Permanent and temporary Group Patch (LDS)
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Tel int. +31-528-263355 .. . . .

Fox int. +31-628.271844 0 Barring of Incoming/Outgoing Calls

Internet www.rohill.com

0 Talking Party Identification

0 Call Forwarding
T Unconditional

T Conditional
(busy, no reply, not reachable)

0 Call Hold (LDS
0 Include Call (LDS

Security RelatedupportedServices
0 Authentcation
0 Air interface Encryption (AIE)
I Static Cipher Keying
T Derived Cipher Keying
0 Endto-End Encryption (E2EE)

0 Remote Disable/Enable

Sole DMO and DMGrepeater functionality is realised outside the TetraNode
infrastructure and relates to terminal functiatyabnly.
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TetraNode TETRA Security

TetraNode supports the security mechanisms available in TETRAV+D suite of

standards.

 Mutual Authentication: the network authenticates the terminal, and the
terminal authenticates the network) according to algorithm TAA1

1 Encryption.

o0 Air interface encryptionwhereby the radio signals between

infrastructure and terminal are encrypted. Four standard
algorithms are available and supported: TEAL, TEA2, TEA3,
and TEAA4. If a country decides to develop its own Air Interface
ercryption algorithm, TetraNode can offer the interface for that
on the infrastructure side.

In regular TETRA networks the encryption / decryption takes
place at the Base station level, whereby the signals while
travelling the transmission network are in thear. However, in
TetraNode architecture the encryption / decryption takes place
at the SwMI level, and as a result the signals are encrypted over
the transmission network.

Endto-end encryptionThe TetraNode infrastructure allows
terminals to communita using endo-end encryption and an
algorithm of choice; TetraNode transfers the encrypted signals
transparently if the algorithm used complies with the
Recommendations oftlktkETRA Associ ationos
Fraud Prevention Group (SFPG).

There is a tethency that the algorithm Advanced Encryption
Standard (AES) is accepted as a standard for use on TETRA
network and this allows interoperability of encrypted terminals
of different manufacture. AES is an IFRRe standard. Usage of
other algorithms may ingtle IPRissues.

1 Secure enabling and disabling of terminals

In respect of air interface encryption three security classes are defined, and all
three are supported by TetraNode.

T

i

No Encryption, can include Authentication

Static Cipher Key Egryption, can include Authentication
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Dynamic Cipher Key Encryption
A Individual Derived Cipher Key
A Common Cipher Key
A Group Cipher Key

Requires Authentication
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TetraNode Dispatch solutions

TetraNode dispatch solutions strictly adhere to opepal$edorotocols for the
transfer of voice, data and signalling between the different dispatcher

components. No additional analogue audio or synchronous data interfaces are
required for operation.

Larger, mostly distributed dispatcher configurations often ptesious
challenges to keep complexity for configuration and redundancy under control.

In addition Fleet partitioning or VPN functionality often is required. For this

reason the TetraNode Distribution Server (TDS) has been developed. The TDS

addresses tlse requirements by providing a simple but effective platform to
interconnect dispatch workstations to the TNX. TDSs can be connected in

parallel to add redundancy, to provide load balancing, or both. Also TDSs may

be located on different locations to adslrapecific security and IP bandwidth

issues.

A typical distributed dispatcher configuration is shown below:

m Dispatcherroom #2

-

.
B0 !,%

Remote
dispatcher

The distributed dispatcher configuration requires one or more TDSs. In the

TetraNode network
(multi-node and/or multi-site)

MNodeWatch

Router n\\Q' ' u '

. B”dge .

Dispatcher room #1

VLS

diagram only one TDS is shown for simplicawly, but itis possibleo add

additional TDSs in parallel or in series to provide redundancy and further
partitioning in isolated LAN segments in order to reduce network load or
enhance security. This is especially important when a large number of control
rooms are connected #osingle TNX.

The dispatcher configuration assumes a transparent, Quality of Service (QoS)

enabled IP network.

The

Li

ne

Di spatch

St ati

on

6 Chamel

application suite with an entirely customized user interface, specifically
configured to meet customer demands.

.

Commercial-in-Confidence

Registration Chamber of Commerce Meppel, no. 09064362.

Page 21 of 42

Conditions of delivery filed at Chamber of Commerce Meppel under no. 2567. Available on request.

eono



EDSFRANEN B
AL~ /g /] &=

Rohill Engineering B.V.

Edisonstraat 12 LDS Chameleon is a typical group oriented dispatch application. It is fully
7998 AN Hoogeveen equipped for monitoring of multiple groups by cooperating teams (pools) of
7900 A Hidogeveen dispatchers. It is also compatible with Virtual Private NetworkNYBoncepts
Tel. 0528-263355 and secure mulifileet systems.

Fax 0528-271844
Tel int. +31-528-263355 . . . . .
Fax int. +31-528.271844 Of course the user interface is offered in a local language of choice, provided a

Internet www.rohill.com correct translation of our native English is made available.

Next to regular call facilities it offers functionality of:

TetraNode ik - ﬂ PatChlrg

s | —
o0 €00’ €00 .

Dynamic Group Number Assignment

T
. 1 Discreet Listening
1 Ambient Listening

f Remote Enable/Disable

The functionality is available through configuration profiles, provided at
application logon.

Supervisor dispatchers may be granted access and modifiagtisito these
configuration profiles.
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TetraNode Network Management

For the overall network management tools are available to monitor the network
against Key Performance Indicators such as System Availability and Incident
management.

In addition TetraNod offers the following suite of applications following the
FCAPS model.

FCAPS is the ISO model and framework for network management. FCAPS is
an acronym for Fault, Configuration, Accounting, Performance and Security.
These are the management categori@switich the ISO model defines

network management tasks.

F - Fault Simple Network ManagemeDevice alarms

Protocol (SNMP) Link failures

IP equipment failures

Network Management SystiSystem, node, site and device.status

Link status

Higory and current device alarms

History and current link failures

Subscriber Watch feature [Find terminal programming failures
CoveragePlot Find problems with coverage caused by defec|
equipment, cables or antennas

Find problems with terminalli&tson causing poo
coverage for a specific terminal

C- Network Management SystiConfiguration of nodes, sites and devices
Configuratio Subscriber management

A-AccountinCall Log Streaming Detailed information for billing systems

Call DetaildRords Detailed information on call performance

NodeView

RADIUS Logging of user sessions
P- NodeView Queuing statistics
Performance Control channel load statistics

View activity on individual channels (timeslots)
Downtime reporting poEten device and link

Call Detail Records Daily statistics on call performance
CoveragePlot Determine and optimise system coverage
S-Security Network Management SystiConfigure Virtual Private Networking
Configure security profiles

User authorizatis

Import/export and manage authentication keys
Manage encryption keys

Availability Reports

Authentation Key Client

The FCAPS capabilities are enabled by truly open and standards based
concepts, offering a futungroof growth path for additional thirgarty and

Rohill applications and solutions. The mentioned tools can be used by the
different agencies or technical teams in order to effectively manage their own
fleets or regions. Examples of management tasks include:

1 Checking the status (on/off) and location (sitea®ubscriber using the
SubscriberWatch feature.
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1 Finding the cause of individual user complaints, such as registration
failures and wrong group attachments using the Subscriber Watch
feature.

1 Analysing call performance and the call success rate using €&lilD
Records.

1 Finding troubled mobiles or hamgbrtables by determining the
coverage in comparison with the average coverage @ingragePlot

1 Optimising coverage and performance by-pobive analysis of trends
in coverage and control channel lo&b{eragePloandNodeView).

1 Monitoring the whole network on a single graphical map using
NodeView

Reattime data and reports are filtered for the subscriber or management group
to which the authorised netwonkanagement user belongs. Helpdesk
responsibilites can thus be delegated to agencies, allowing more flexibility and
a more secured operation of the network. By narrowing the dataflow to the
absolute minimum required for remote operation of the service, secure access
is made possible through the Interoeprivate WAN.

Centralised management of all connected client applications is another feature
of the application suite, which reduces operating costs by eliminating the need
to manage each of the connected workstations. Helpdesk personnel and
techniciansare now able to oversee the whole network, not just the activity in a
single switch or zone. These impressive and often unique capabilities of the

TetraNode system management applications put the operator and agencies back

in control.

In addition TetraNod supports SNMP for Fault Management usifigparty
applications like HP OpenView and Netcool.
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TetraNode Interfaces
Each TetraNode eXchange in a network can offer gateway connections to:

1 Telephony (PABX, PSTN, GSM, Vo|R-wire analogue, ISDN BRI
(1B+D), E&M, ISDN PRI (30B+D), Q.sig, and SIP)

1 1P (IP connectivity for TETRA terminals with Packet Data, IP for
interfacing with 3' party applications and/or control rooms)

1 Conventional Channels (marine, air/ground, VHF/UHF PMR etc.)

In addition each TNX offer interfaces for connecting Network Management
applications (FCAPS), continues Voidata Logging, TetraNodgistribution
Servers, Authentication and Key Management Servers, as wéllgsty
applications like AVLS, databases containing informatiors$ing persons,
stolen cars etc etc).
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Fleetmapping

Mapping the organisation on a TETRA numbering plan will be an extensive

project management task after the award of the contract.

We suggest dividing severdifferent usergroupseach into a radidleet and
take a topdown approach from there for structuring individual and group

numbers.

TetraNodeds subscriber management

us e

The number of subscribers and groups relate to the addressing scheme used in
TETRA that offers spacef 16 million unique addresses. In hdredrtainly is
possible to create a suitable fleet map for the number of subscribers and groups
for thenewMission Critocalnetwork.

The functionality of a subscriber terminal can be configured in the terminal and
on a network level. It is advised to put the functionality limitations and
restrictions on the network level using the NMS Fleet & Subscriber

Management application. The NMS allows easy functionality setting based on

subscriber profiles, although subscrilbeeds can be adjusted on an individual

basis as a variation of the profile used.

=l
[
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Reliability of a multi-area system

The reliability of a network relates to the complexity of the architecture and the
number of the different components.

TetraNode architeare is ultimate simple using just a few building blocks that
are repeated to create larger sized networks.

For the larger networkRohill suggests using a structure where multiple
smaller sized networks are networked together to crdatgerseamless,
integrated network.

Each network is suggested of a regional size. If interconnection between two of
such regional networks would fail, each regional network would operate as
normal, except for interegional network traffic.

From experience it proofs thatost of the traffic is regional oriented.

A TetraNode based network is a multiple of just a limited number of
TetraNode building blocks. The network can be designed in such a way that a
single point of failure is omitted by considering redundancy options.

TheTetraNode eXchangesn be offered fultedundant. This redundancgn
besituated on one physical location. TetraNode is also suitable to have
switching redundancy situated on physical different locations.

Physical separated redundancy can be cersitiwhen switching locations
might be subject to fire and/or terrorist attack.

The transmission network can be laid out redundauttredundant connections
to Base Station Sites can also be based orugi#d&DN, where on a single 128
kbps connection a aximum of four (4) TETRA carriers can be supported. If
the main transmission link to a Base Station fails, an ISDN link can be dialled
automatically.

When a base station site fails to connect to a TNX, the base station site may
continue to operate in falick or isolated mode to offer local trunking.

In the TetraNode solution the local site trunking facility is realised by using a
Fallback Site Controller (FSC). The FSC is basically a TNX capable of
offering equal functionality as the main TNX, however texdito only one

Base Station Site. Gateway connections are possible when required although
usually not often used. The security class is degraded to maximum class 2
without authentication. Possibly call restrictions are not active. All regular call
servces, including duplex call are supportedall carriers present at the
affected site

When in fallback operation the signalling includes isolated mode signalling;
following the ETSI defined TETRA V+D suite of standards, the terminals will
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Edisonstraat 12 TETRA Subscriber equipment

7903 AN Hoogeveen

ségéigfgggeveen Subscriber equipment is not a part of the TetraNode family of products. Instead
The Netherlands i i i

Tl 0528263355 all termlngl equipmendf other manufacturers that comply with the TETRA

Fax 0528-271844 standard is supported to work on a TetraNode network.
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7903 AN Hoogeveen

000 7 Hacgeveen In a TetraNode network using redundancy, the databases with all network
%e g‘g’ztge;fgggs elements, subscribers andwatstatus of subscribers etc are replicated. For
Fax 0528-271844 this time synchronisation is important.

Tel int. +31-528-263355
Fax int. +31-528-271844 . . .
|n?’e(r'r?ettvww_rohm_com TetraNode uses an NTP server mechanism for this purpose; each TNX contains

a list of which NTP servers to synchronize with.

NTP uses an algorithm with the UTC timeate, including support for features
such as leap seconds. NTPv4 can usually achieve accuracies of 200
microseconds (1/5006) or better in local area networks under ideal conditions.

At a Base Station level esite synchronisation of the time slots perrea is
important. Synchronisation is performed by the TetraNode-$B8l unit.

Each synchronisation unit is calibrated against GPS and when all sites within
the network are synchronized against GPS, up to announced cell reselection
type 1, 2& 3 are supprted; if GPS synchronisation would be absent up to

cell reselection type 3 are supported.
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Description of TetraNode system functions in emergency
situations

For larger network&ohill suggests a network architecture that is a network of
regional netwrks.

In this way one integrated, seamless network is created, as also is common
practise in the IT environment.

We suggest building regional networks to the size of the regions.

Each regional network consists of a redundant switch (TetraNode eXchange,
TNX).

Base Station Sites connect over a transmission network to a TNX; this can be a
Main TNX, but also be a Standby (redundant) TNX that took over because a
main TNX was not available.

Also the Transmission network can be redundant, meaning that a Base Stat
Site can connect through a main route or through a secondary (redundant) route
to a TNX.

Scenarios

If a connection between two regional networks would fail, each network would
continue to operate as normal, except that traffic between the two waould fa

If a main TNX would fail, a redundant TNX would take over its function. If a
switching location would fail totally because of a major disaster, a redundant
switching centre located at a physical different location would be able to take
over its functia.

If a Base Station Site fails to connect via a main route to a TNX it could
connect using a secondary route. In case all routes fail, the Base Station Site
could offer local trunking.

If no network would be present at all, the TETRA units could comnaixic
using Direct Mode Operations (DMO), although with very limited reach.

Rohill offers rapid deployable base station or rapid deployable system
solutions. These units can be operated stand alone or integrated in the larger
network; depending on (mobilglansmission links facilities and possibilities.

Such rapid deployment units could be fitted in a mobile control room that
could be responsible for organisation and the control of a (temporary)
operation. Such mobile control room can have fixed mobileitedmfor
communications using the air interface, but could also have Line Dispatchers
connected to a local switch (as part of a rapid deployable network) or even to
the nearest switch of the main network.
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TetraNode TETRA system applications

Various and naltiple applications can interface with a TetraNode based

TETRA network. If it is an application that needs to communicate with mobile
terminals, than the exchange of information between terminal and application
requires the information to be carried omMBTRA defined type of call. For

data applications we therefore have the data calls as status, SDS, circuit mode
and packet switched data available.

Some examples:

1 Airports
Flight oriented numbering, Gate dialling

1 Transport
AVL, Fleet management, Trafficghts Signalling

1 Military
Storm plans
1 Utilities
Telemetry and Packet Data Services

1 Public Safety
Dynamic Regrouping, Database interrogation, Computer Aided
Dispatching

1 Fire Fighting
Biometrics of firemen

1 Private Safety
APL

1 Municipalities
Traffic signalling

1 Public Health
Medical queries

1 P(A)MR-Operator
Billing System, Reporting applications

The central application can always interface with the network using the air
interface, but this has the disadvantage that all information passes the air
interface twicgonce from mobile to network, and than from network to
application).

By interfacing the application directly to the switching level half of the load on
the air interface is skipped. TetraNode offers IP based interfacing for this.
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TetraNode offers the Tetkmde IP Gateway (TIG) for (third party)

applications using status messaging, SDS, circuit mode data and speech.
Virtually the number of TIG sessions is unlimited and determined by the
bandwidth available on the LAN/WAN environment attached. In the
TetraNock software license structure one (third party) application requires one
TIG licence. The message exchange format is in Extensible-Matlanguage
(XML). The TetraNode Line Dispatch Station communicates through LAN
only with the TNX and also uses a TIGtiasce.

TetraNode offers the TetraNode Packet Data Gateway (TPG) to facilitate
TETRA terminals access to IP. WAP is supported. One TPG per TNX is
necessary when Packet Data is required.

Multiple TIG licences and one TPG licence can be included with each TNX
TIG Licences used with Line Dispatchers are part of the total LDS package.

The TIG interface specification is open, well documented and conditionally
available for &' party developers after a signed, dedicated-Btlosure
Agreement is in place.
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Eggssogﬁrafotiveen TetraNode Network verification

000 7 Hacgeveen After a (part of) a network has been put in operation a verification process
LSl needs to be started. During the verification process real coverage can be
_?3253%5_751288{;63355 compared with predicted coverage and in additi8p&ty analysis tools are
Fax int. +31-528-271844 available to also check for instance TETRA haver parameter and adjacent

Internet www.rohill.com . . . .
site information. Based on the outcome corrective measures can be taken and

system operation can be fitened.

In addition TetraNode offerSoveragePlowhich is an application #t reports:
uplink and (optional) downlink RSSI values presented on a map, using the
location information of GPS enabled terminals.

This application can be used to monitor actual coverage of the network per
base station site.
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Edisonstraat 12 TetraNode Logging

7903 AN Hoogeveen

000 7 Hacgeveen The TetraNde Voicedata Logging Server (VLS) is an application running on

LSl the Linux operating system for capture of all voice and data communications

Fax 0528-271844 within a TetraNode network.

Tel |_nt. +31-528-263355

E‘i‘gr;’,‘;'tm?ffgfu_7c1§,;t4 The interfacing with TetraNode is carried out on the basis of Internet Protocol
(IP).
Voice conversations are stored as native TETRA coded data (ACELP speech).

- This highly compressed speech requires a minimum amount of hard disk space

/ without compromising speech quality in any way. Also supplementary data

such as precise time stamps, callgagty, calling site, called party, talking
party, type of call and call duration is transferred to the VLS.

~

VLS can work with a combination of fw
the architecture of recording can be tuned to the network layoudustoimer
needs.

VLS is capable of capturing voiaata originating from multiple TNX
simultaneously; each VLS comes with a license based on the required system
design.

The Voicedata Logging Client (VLC) is used for the retrieval of voice, SDS
and status essages and the control of the VLS. Communications are carried
with Internet Protocol (IP).

With the VLC, voice fragments and data messages can be selected by means of
a databasquery on the VLS. Multiple VL&an be used.

T3] Voice-dats Logging Client =0 IR
TetraNod Q
- — [30/03/2009 15:29:17 30/03/2009 15:30:05
Archive [u] |‘ ( )
[wis - —
- [Robert Scott < Simplex x|
Monday ~ March 30,2000 + 14:32 [+ Robert Scott 4]

To
Monday ~ March 30,2009 ~ 1532 =

Gary Steward <]

| Airport customs <) Group x

Susan ster B
= e

) Called party (4]

William

chell <
Clifford Mulloy 4

usan Bannister
e Jol n O
|Rober ]
omas Pearson
William Mitchell ‘ -
~ Calling party

~ Subscriber Jof

e
A

J«

7
it

v Type

Begin End Duration
> W .29Q. =
~ Node 15'29'17 Selection | 15:29:17 15:30:05 00:48
O View | 15:29:17 15:30:05 00:48
) site
Dete Time Called party Caling party Type Duration  Message - x
30/03/2009  15:26:01 ast Will Mitchel Status. En Route

320/03/72009  1526:10 Group call 0023
20/03/72009 1526:56
20/03/2009 152821
30/03/2009 152852
30/03/2009 152917
30/03/2009 152953

Duplex call 00:23

Text Please call Robert

Status. At Scene

Group call 0041 |
Simplex call 00:11 L‘

Get calls

o

=
admin @ 192.168.205.5 @

1SO 9001:2000

— Registration Chamber of Commerce Meppel, no. 09064362.
D:I\\I_[\\!/ Conditions of delivery filed at Chamber of Commerce Meppel under no. 2567. Available on request.

REGISTERED
FIRM

Commercial-in-Confidence Page 35 of 42

=
]
|




EDSFRANEN B
AL~ /g /] &=

Rohill Engineering B.V.
Edisonstraat 12

7903 AN Hoogeveen
P.O. Box 373

7900 AJ Hoogeveen
The Netherlands

Tel. 0528-263355

Fax 0528-271844

Tel int. +31-528-263355
Fax int. +31-528-271844
Internet www.rohill.com

1SO 9001:2000

REGISTERED
FIRM

TetraNodeeXchanges each produce a number of log files. The log files can be

used for analysis and/or reporting purposes.

Log files include Call Detail Records, System Uptime Records, as well as
technical loggings.

Call Detail Records are the input for billing ajgptions and ofline
performance management like traffic load analysis tools etc.

System Up / Down Reporting are the input to Key Performance Indicator
monitoring tools.

A E | C D | E G

1 |Timestamp Timestamp Type Serial Siteld Modeld Status
|23 104172007 16:53:45 ConventionalDevice | B390529007 Cony OB 1 Up
|24 100172007 16:52:21 ConventionalSite | Conw 0B Conv 05 1 Down
| 25 | 10/01/2007 | 16:53:45 ConventionalSite. | Canw 06 Cornv 06 1 Up
|26 | 10/01/2007 . 16:52:21 | TelephoneDevice 8330534004 WTC_ATI 1 Down
|27 (100172007 16:53:46 TelephoneDevice 5330534004 WTC_ATI 1/Up
|28 [ 100172007 16:52:21 TelephoneSite WTC_ATI WTC_ATI 1 Dawvn
|28 [ 100172007 16:53:46 TelephoneSite WTC_ATI WTC_ATI 1Up
|30 [ 10A152007 1 165221 ConventionalDevice | B390529006 Cony 05 1 Dovwen
|31 1000152007 16:53:48 ConventionalDevice | 8390529006 Conyv 05 1 Up
| 32 1100172007 16:52:21 | ConventionalSite. | Canw 05 Corw 05 1 Dovwn
| 33 | 10/01/2007 | 16:53:458 ConventionalSite | Canv 05 Cony 05 1 Up
|34 1000152007 16:52:21 ConventionalDevice | 8390529003 Cony 03 1 Down
35 [ 104012007 | 16:53:48 CorventionalDevice | 8390529003 Conv 03 1 Up

The technical loggings allow faritra-detailedlogging of information, useful
for analysis on manufacturer level. The technical loggings are not directly
accessible to system users.

The informatiorprovidedby the TetraNode system would enable a service
organisation to actively monitor and maintain the ag@®exvice Level
Agreements and report against agreed Key Performance Indicators.
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Project organisation and services

Rohill considers building a network not so much a task for a manufacturer, but
very suitable for an experienced system integrator.

It requires the seup of a professional project organisation preferably working
according proven methodologies like Prince2.

Part of network realisation is not only building the radio and transmission
networks, bupossiblealso the building of (emergency) controbms as well
as the alignment of a professional service organisation.

A professional service organisation that preferably is working according ITIL
standards does not only offer a good and adequate corrective maintenance, but
also takes care of a thomgiu preventive maintenance including problem and
change management. As a result future problems can be prevented.

Rohill always works through system integrators and takes the role of
technology provider.
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Capacity Assumptions

Related to capacity is the nuertof subscribers simultaneously active in a
network and how they are distributed over this netwsudbscribers per base
station site) The generation of traffic oa base statiosite is terminal user
dependant and related directly to how many termiadsactive at the same
time, how many calls they will generate and how long on average these calls
will take (on average)

For simple prognoses we can assume a specific behaviour and therefore a
related traffic load, but only actual data can proof coness of the
assumptions.

For an insight in capacity we base the capacity analysis on the E@lang
formulae, although a number of criteria are not completelyasigtlang C
assumes:

A An infinite number of terminals

A calls to arrive at random

A Calls are erved in order of arrival (FIFO)

A Blocked calls are delayed (queuing mechanism)

A Holding (call duration) times are exponentially distributed

Traffic capacitywise a 4carrier base station site (cell) can accommodate about
12 Erlang of Traffic when facilitatg seven (15) traffic and one (1) dedicated
control signalling slot and accepting a 10% Grade of Service (GOS, the
probability of 10% that a call will be delayed for more than an accepted
waiting time (in this case of 20 seconds) because of no free chiasioiel
available).

In minimum mode, where all slots are used for traffic and control channel
signalling is provided in each ©8ame only, more traffic can be loaded, but
has as disadvantage that the control channel can be accessed only’each 18
frame(about once per second). For that reason we suggest to operate the
system in normal mode with one (1) dedicated control signalling slot.

The following tables give an overvieaboutthe number of possible active
users in varying average call behaviouoire busy hour, where GOS is
defined for the accepted waiting time. The results are based on{¥lang
formulae.

! Agner Krarup Erlang (18781 1929) was a Danish mathematician, statistician and engineer, who developed
a theory and formulae to analyse traffic load offered to telephone switches.

His formulae are still used to analyse traffic in modern telephony and radio networks.
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Calls per Average call Accepted Active users| Total Erlang  Active users| Total Erlang

P.O. Box 373 active user  duration (sec; Waiting time (with 5% (5% GOS) (with 0% (10% GOS)
7900 AJ Hoogeveen GOS) GOS)
The Netherlands
Tel. 0528-263355 10 20 43 191 48
Fax 0528-271844

1 1 1 1.47 1.7
Tel int. +31-528-263355 6 0 0 3 39 3
Fax int. +31-528-271844 16 10 5 25 111 32 1.42
Internet www.rohill.com 8 20 20 33 1.47 39 1.73

8 20 10 25 1.11 32 1.42

8 20 5 21 0.93 28 1.24

4 40 20 25 1.11 32 1.42

4 40 10 21 0.93 28 1.24

4 40 5 19 0.84 25 1.11

2 80 20 21 0.93 28 1.24

2 80 10 19 0.84 25 1.11

2 80 5 18 0.80 24 1.07

Table 1, Capacity calculations for a 1-carrier site in normal mode based on Erlang-C

Calls per Average call Accepted Active users| Total Erlang  Active users| Total Erlang
active user  duration (sec] Waiting tien (with 5% (5% GOS) (with 10% (10% GOS)
GOS) GOS)

16 10 20 130 5.78 136 6.04

16 10 10 114 5.07 123 5.47

16 10 5 97 4.31 109 4.84

8 20 20 114 5.07 123 5.47

8 20 10 97 4.31 109 4.84

8 20 5 85 3.78 98 4.36

4 40 20 97 4.31 109 4.84

4 40 10 85 3.78 98 4.36

4 40 5 79 3.51 91 4.04

2 80 20 97 3.78 98 4.36

2 80 10 85 3.51 91 4.04

2 80 5 75 3.33 87 3.87

Table 2, Capacity calculations for a 2-carrier site in normal mode based on Erlang-C

Calls per Average call Accepted Active users| Total Erlang  Active users| Total Erlang
active user  duration (sec] Waiting time (with 5% (5% GOS) (with 10% (10% GOS)

10 20 308 13.69 315
16 10 10 287 12.76 298 13.24
16 10 5 261 11.60 277 12.31
8 20 20 287 12.76 298 13.24
8 20 10 261 11.60 277 12.31
8 20 5 238 10.58 257 11.42
4 40 20 261 11.60 277 12.31
4 40 10 238 10.58 257 11.42
4 40 5 222 9.87 242 10.76
2 80 20 238 10.58 257 11.42
2 80 10 222 9.87 242 10.76
2 80 5 213 9.47 257 11.42

Table 3, Capacity calculations for a 4-carrier site in normal mode based on Erlang-C
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Coverage Prediction

A theoretical analysis on coverage prediction can be provided after a site
survey. The analysis is based on shecific parameterafitennae heights,
frequency band, EIRP, receiver sensitivity, usage of antenna space diversity
etc).

More detailed studies have to locate exact antenna tower locations, after which
a more detailed antenna and coverage plan can lmnddsiPreliminary
coveragecanalsobe calculated using prediction software, using local-data.

The results can be shown in separately supplied figures (plots) showing
expected uplink and downlink coverage for portables and mobiles.

Example of a coverage prediction plot

A network that is designed f@roviding coveragdo mobileswill have less
base station sites than a network designed to provide hand peaaixeage.

Consequently it will depend on customer requirements how @enstvork
will be.
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